TCPdump(1)

NAME

tcpdunp - dunp traffic on a network

SYNOPSS
tcpdunp [ -deflnNOpgStvx ] [ -c count ] [ -F file ]
[ -i interface ] [ -r file ] [ -s snaplen]
[ -wfile ] expression
DESCRIPTION

Tepdump printsouttheheadersof packetsonanetworkinterfacethat matchthebool ean
expression. Under SUnOS: Y ou must beroot toinvoke tcpdump or it must beinstalled
setuidtoroot. Under Ultrix: Any user caninvoke tcpdump oncethesuper-userhas
enabledpromiscuous- modeoperationusing pf conf i g( 8) . Under BSD: Accessis
controlledbythepermissionson/ dev/ bpf 0, €tc.

OPTIONS

-C count
Exitafterreceiving count packets.

d
Dumpthecompil edpacket- matchi ngcodetostandardoutputandstop.

-
Printthelink-level headeroneachdump line.

£
Print foreign'internetaddressesnumerically ratherthansymbolically (this
optionisintendedtoget around seriousbraindamageinSun'sypserver --
usuallyithangsforevertransl atingnon-localinternetnumbers).

Ffile

Usefileasinputforthefilter expression. Anadditional expression givenonthe
commandlineisignored.

- interface
Listenon interface. If unspecified, tcpdumpsearchesthesysteminterfacelistfor
thelowest numbered, configuredupinterface(excludingloopback). Tiesare
brokenby choosingtheearliestmatch.

Makestdoutlinebuffered. Useful if youwant to seethedatawhilecapturingit.
E.g., “tcpdunp -1 | tee dat"Or “tcpdunp -1 > dat & tail -f dat".

Don'tconvertaddresses(i.e.,hostaddresses, portnumbers, etc.)tonames.

Don't printdomainnamequalificationof host names. E.g.,if yougivethisflag
thentcpdumpwill print ™ nic"insteadof " nic.ddn.mil".

Donot runthepacket- matching codeoptimizer. Thisisuseful only if you
sugpect abugintheoptimizer.

P
Don't puttheinterfaceinto promiscuousmode. Notethat theinterfacemight be
inpromiscuousfor someother reason; hence, " - p' cannot beused asan
abbreviationfor et her host {local host} or broadcast .

q

Quick (quiet?) output.Printlessprotocolinformationsooutputlinesareshorter.
+ file
Readpacketsfrom file (whichwascreatedwiththe -woption). Standardinputis
usedif fileis™-".
-s snaplen
Snaf snaplen bytesof datafromeach packet rather thanthe defaultof 68(with
NIT, theminimumisactually 96). 68 bytesisadequatefor IP,ICMP, TCPand
UDPbutmay truncateprotocol informationfromnameserver and NFSpackets
(seebelow). Packetstruncated becauseof alimited snapshot areindicatedinthe
outputwith™'[ | prot o] ", where pr ot o isthenameof theprotocol level atwhich
thetruncationhasoccurred. Notethat takinglarger snapshotsbothincreasesthe
amountof timeittakestoprocesspacketsand, effectively, decreasestheamount
of packetbuf fering. Thismay cause packetstobelost. Y oushouldlimit snaplen
tothesmallestnumberthatwill capturetheprotocol informationyou're

interestedin.
S
Printabsol ute, ratherthanrel ative, TCPsequencenumbers.
-t
Don'tprintatimestamponeach dumpline.
-t
Printanunformattedtimestamponeachdumpline.
v
(Slightly more) verboseoutput. For exampl e, thetimetoliveandtypeof service
informationinan|Ppacketisprinted.
-w
Evenmoreverboseoutput. Forexampl e, additional fieldsare printed from NFS
replypackets.
-wfile
Writetheraw packetstofile ratherthanparsingandprintingthemout. They can
later beprintedwiththe -roption. Standardoutputisusedif fileis - ".
X

Print each packet (minusitslink level header) inhex. Thesmaller of theentire
packetor snaplenbyteswill beprinted.

expression
sel ectswhich packetswill bedumped. If noexpressionisgiven, all packetson
thenetwill bedumped. Otherwise, only packetsforwhichexpressionis true'
will bedumped.

Theexpressionconsistsof oneor moreprimitives. Primitivesusual ly consi stof
anid (nameor number) preceded by oneor morequalifiers. Therearethree
differentkindsofqualifier:



typequalifiers say what kind of thing theid name or number r efersto.
Possibletypesare host ,net adport.E.Q., "host foo', ‘net 128.3',
“port 20'.Ifthereisnotypequalifier, host isassumed.

dirqualifiers specifyaparticul artranferdirectiontoand/orfromid.
Possibledirectionsaresrc, dst, srcordstand srcand dst. E.g., “srcfoo’,
“dstnet128.3', srcordst portftp-data. If thereisnodir qualifier, srcor
dstisassumed.

protoqualifiers restrictthematchtoaparti cul arprotocol . Possibleprotos
are: ether,fddi,ip, arp, rarp, decnet, lat, moprc, mopdl, tcpand udp. E.g.,
“ethersrcfoo', "arpnet 128.3', “tcpport 21'. If thereisnoprotoqualifier,
all protocol sconsistentwiththetypeareassumed. E.g., srcfoo'means
“(iporarporrarp) srcfoo' (except thelatterisnotlegal syntax), ‘netbar'
means(iporarpor rarp) netbar' and “port 53' means” (tcp or udp) port
53.

[fddi'isactually analiasfor “ether'; theparsertreatsthemidentically as
meaning "thedatalink level used onthespecified network interface.”
FDDIh eaderscontai nEthernet-li kesourceanddestinati onaddresses,
andoftencontainEthernet -likepacket types, soyoucanfilter onthese
FDDI fieldsjustaswiththeanal ogousEthernetfields. FDDI headers
alsocontai notherfields,butyoucannotnamethem explicitly in afilter
expression.]

Inadditiontotheabove, therearesomespecial “primitive keywordsthat don't
followthepattern: gateway,broadcast, | ess,greaterandarithmeti cexpressions.
All of thesearedescribedbel ow.

Morecomplexfilter expressionsarebuiltupby usingthewordsand, or andnot
tocombineprimitives.E.g., hostfooandnot portftpandnotportftp-data’. To
savetyping,identical qualifierlistscanbeomitted. E.g., ‘tcpdst portftpor ftp-
dataordomain'isexactly thesameas tcpdstportftportcpdst portftp-dataor
tcpdstportdomain'.

Allowableprimitivesare:

dst host host
Trueif thel Pdestinationfield of thepacketis host, whichmay beeither an
addressor aname.

src host host
Trueif thelPsource fieldof thepacketis host.

host host

Trueif either thel Psourceor destination of thepacketis host. Any of theabove
hostexpressionscanbeprependedwiththekeywords,ip,arp,orrarpasin:

ip host host
whichisequivalentto:

ether proto ip and host host
If host isanamewith multiplel Paddresses, each addresswill becheckedfor a
match.

ether dst ehost
Trueif theethernet destination addressisehost. Ehost may beeither aname
from/etc/ethersor anumber (seeethers(3N) for numeric formet).

ether src ehost
Trueif theethernet sourceaddressisehost.

ether host ehost
Trueif eithertheethernet sourceor destinationaddressi sehost.

gat eway host
Trueif thepacket used host asagateway. | .e., theethernet sourceor destination
addresswashost but neither thel Psourcenor thel Pdestinationwashost. Host
must beanameand must befoundinboth/etc/hostsand/etc/ethers. (An
equivalentexpressionisether host ehost and not host hostwhichcanbeused
witheither namesor numbersfor host/ehost.)

dst net net
Trueif thel Pdestinationaddressof thepacket hasanetwork number of net,
whichmay beeither anaddressor aname.

src net Nnet
Trueif thel Psource addressof the packet hasanetwork number of net.

net net
True if either thel Psourceor destination addressof thepacket hasanetwork
numberofnet.

dst port port
Trueif thepacketisip/tcporip/udpand hasadestination port valueof port. The
port can beanumber or anameused in/etc/services (seetcp(4P) andudp(4P)).
If anameisused, both the port number and protocol arechecked. If anumber or
ambiguousnameisused, only theport number ischecked (e.g., dst port 513will
printbothtcp/logintrafficandudp/whotraffic,andportdomainwill printboth
tcp/domainandudp/domaintraffic).

src port port
Trueif thepacket hasasourceportvalueof port.

port port
Trueif eitherthesourceor destination port of thepacketisport. Any of the
aboveportexpressionscanbeprependedwiththekeywords, tcp or udp, asin:
tcpsreportportwhichmatchesonlytcppackets.

less length
Trueif thepacket hasalengthlessthanor equal tolength. Thisisequival entto:
len<=length.

greater length
Trueif thepacket hasalength greater than or equal tol ength. Thisisequivalent
to:len>=length.

ip proto protocol
Trueifthepacketisanippacket (seeip(4P)) of protocol typeprotocol . Protocol
canbeanumber or oneof thenamesicmp, udp, nd, or tcp. Notethat the
identifierstcp, udp,andicmpare alsokeywordsand must beescapedvia
backdash(\), whichis \\intheC-shell.

et her broadcast

Trueifthepacketisanethernetbroadcast packet. Theether keywordisoptional .
ip broadcast

Trueif thepacketisan|Pbroadcast packet. It checksfor b oththeall- zeroesand
dl-onesbroadcast conventions,andlooksupthel ocal subnetmask.



ether nulticast
Trueif thepacketisanethernet multicast packet. Theether keywordisoptional.
Thisisshorthandfor “ether[0] & 1!=0".

ip nmulticast
Trueif thepacketisan|Pmulticast packet.

ether proto protocol
Trueif thepacket isof ether typeprotocol. Protocol canbeanumber or aname
likeip, arp, or rarp. Notetheseidentifiersareal sokeywordsand must be
escapedviabackdash (). [Inthecase of FDDI (e.g., fddi protocol arp'), the
protocol identificationcomesfromthe802.2L ogical Link Control (LLC)
header, whichisusuallylayeredontopof theFDDI header. tcpdumpassumes,
whenfilteringontheprotocol identifier,thatall FDDI packets includeanLLC
header, and that the LL C header isin so-calledSNAPformat.]

decnet src host
Trueif theDECNET sourceaddressishost, which may bean addressof the
form™"10.123",oraDECNET hostname.[DECNET host namesupportisonly
availableonU ltrix systemsthat areconfiguredtorunDECNET ]

decnet dst host
TrueiftheDECNET destinationaddressishost.

decnet host host
Trueif eithertheDECNET sourceor destination addressishost.

ip,arp,rarp, decnet
Abbreviationsfor:etherprotopwherepisoneof theaboveprotocols.

| at , mopr c, mopdl|
Abbreviationsfor: ether protopwherepisoneof theaboveprotocol s. Notethat
tcpdumpdoesnotcurrently knowhowtoparsetheseprotocols.

tcp,udp,icnp
Abbreviationsfor:ipprotopwherepis oneof theaboveprotocols.

expr relop expr
Trueif therelation holds, whererelopisoneof >, <, >=,<=,=,1= andexpris
anarithmeti cexpressioncomposedof integer constants(expressedinstandardC
syntax),thenormal binaryoperators[+, -, *, /, &, ||, alength operator, and
special packet dataaccessors. Toaccessdatainsidethepacket, usethefollowing
syntax: proto[ expr : size] Protoisoneof ether, fddi, ip, arp, rarp, tcp, udp, or
icmp, andindicatestheprotocol layer for theindex operation. Thebyteoffset,
rel ativetotheindicatedprotocol layer,isgivenby expr. Sizeisoptional and
indi catesthenumber of bytesinthefield of interest; it can beeither one, two, or
four,anddefaultstoone. Thelengthoperator,indicatedby thekeywordlen,
givesthelengthof thepacket.

Forexample, “ether[0] & 1!=0'catchesall multicast traffic. Theexpression
"ip[0] & Oxf!=5'catchesall | Ppacketswithoptions. Theexpression ip[6:2] &
Ox1fff=0'catchesonly unfragmenteddatagramsandfragzeroof fragmented
datagrams. Thischeckisimplicitly appliedtothetcpandudpindex operations.
Forinstance, tcp[0] alwaysmeansthefirst byteof theT CPheader, andnever
meansthefirstbyteof aninterveningfragment.

Primitivesmayb ecombinedusing:

A parenthesizedgroupof primitivesandoperators(parenthesesarespecial tothe
Shell and must beescaped).

Negation('!"or "not').
Concatenation("& & 'or ‘and’).
Alternation("||'or “or").

Negationhashighest precedence. Alternationandconcatenati onhaveequal precedence
andassociatel efttoright. Notethat explicitandtokens, notjuxtaposition,arenow
requiredforconcatenation.

If anidentifierisgivenwithoutakeyword, themostrecentkeywordisassumed. For
example, not host vsand aceisshort for not host vsand host acewhich should not be
confused with not ( host vsor ace)

Expressionargumentscanbepassedtotcpdumpaseither asingleargument or as
multiplearguments,whicheverismoreconvenient. Generally, iftheexpressioncontains
Shell metacharacters, itiseasierto passit asasingle, quoted argument. Multiple
argumentsareconcatenatedwithspacesbef orebeingparsed.

EXAMPLES

Toprintall packetsarrivingat or departingfromsundown:

tcpdunp host sundown
Toprinttrafficbetweenheliosandeither hotor ace:

tcpdunp host helios and \( hot or ace\)
Toprintall IPpacketsbetweenaceandany hostexcepthelios:

tcpdunp ip host ace and not helios
Toprintalltrafficbetweenl ocal hosts andhostsatBerkeley:

tcpdunp net uchb- et her
Toprintall ftptrafficthroughinternetgateway snup: (notethat theexpressi onisquoted
topreventtheshell from(mis-)interpretingtheparentheses):

tcpdump 'gateway snup and (port ftp or ftp-data)’
Toprinttrafficneither sourcedfromnor destinedforlocal hosts(if yougateway toone
other net, thisstuff should never makeit ontoyour local net).

tcpdunp ip and not net |ocal net
Toprintthestartandend packets(theSY N and FIN packets) of eachTCPconversation
thatinvolvesanon-local host.

tcpdump "tcp[13] & 3 != 0 and not src and dst net |ocalnet’
Toprintl Ppacketslongerthan576bytessentthroughgateway snup:

tcpdunp 'gateway snup and ip[2:2] > 576
Toprint!Pbroadcast o r multicast packetsthat werenot sentviaethernet broadcast or
multicast:

tcpdunp 'ether[0] & 1 = 0 and ip[1l6] >= 224
Toprintall |CM Ppacketsthat arenotechorequests/replies(i.e., not ping packets):

tcpdunp 'icnp[O] != 8 and icnp[0] != O"

OUTPUT FORMAT



Theoutputof tcpdumpi sprotocol dependent. Thefollowinggivesabrief description
andexampl esof mostof theformats.

Link Level Headers

If the'-€ optionisgiven, thelink level header isprinted out. Onethernets, thesource
anddestinati onaddresses, protocol ,andpacketlengthareprinted.

OnFDDI networks, the' - €' optioncausestcpdumptoprintthe framecontrol'field, the
sourceanddestinationaddresses, andthepacket |ength. (The framecontrol'field
governstheinterpretai on of therest of thepacket. Normal packets(suchasthose
containing | Pdatagrams) are"async' packets, withapriority valuebetween0and 7; for
example, “async4'. Such packetsareassumedtocontainan802.2 L ogical Link Control
(LLC) packet; theL L C header isprintedif it isnot an | SO datagram or aso-called
SNAPpacket.

(N.B.: ThefollowingdescriptionassumesfamiliaritywiththeSL 1 Pcompression
algorithmdescribedinRFC-1144.)

OnSLIPlinks, adirectionindicator ("'1" forinbound, " O" f or outbound), packettype,
andcompressioninformationareprintedout. Thepackettypeisprintedfirst. Thethree
typesareip, utcp, and ctcp. Nofurther link informationisprintedfor i p packets. For
TCPpackets, theconnectionidentifierisprintedf ollowingthetype. If thepacketis
compressed, itsencoded header isprintedout. Thespecial casesareprintedoutas* S+n
and* SA+n, wherenistheamount by whichthesequencenumber (or sequencenumber
and ack) haschanged. If itisnot aspecial case zero or morechangesareprinted. A
changeisindicated by U (urgent pointer), W (window), A (ack), S(sequencenumber),
and| (packet D), followedby adelta(+nor-n), or anew value(=n). Finaly, the
amount of datai nthepacket and compressedheader lengthareprinted.

For exampl e, thefollowinglineshowsanoutbound compressed TCPpacket, withan
implicitconnectionidentifier; theack haschangedby 6, thesequencenumber by 49,
andthepacket | D by 6; thereare 3 bytesof dataand 6 bytesof c ompressedheader:

O ctcp * A+6 S+49 1+6 3 (6)
ARP/RARP Packets

Arp/rarpoutput showsthetypeof requestanditsarguments. Theformatisintendedto
beself explanatory. Hereisashort sampletakenfromthestart of an “rlogin'fromhost
rtsgtohost csam:

arp who-has csam tell rtsg

arp reply csam is-at CSAM
Thefirstlinesaysthat rtsg sent anarp packet askingfor theethernet addressof internet
hostcsam. Csamreplieswithitsethernetaddress(inthi sexampl e, ethernetaddresses
arein cgpsandinternet addressesinlower case).

Thiswouldlooklessredundantif wehad donetcpdump -n:

arp who-has 128.3.254.6 tell 128.3.254.68

arp reply 128.3.254.6 is-at 02:07:01:00:01:c4
If wehaddonetcpdump -e, thefactthatthefirst packetis broadcastandthesecondis

point-to-pointwoul dbevisible:
RTSG Broadcast 0806 64: arp who-has csam tell rtsg
CSAM RTSG 0806 64: arp reply csam is-at CSAM

Forthefirst packet thissaystheethernet sourceaddressisRT SG, thedestinationisthe
broadcastaddress, thetypefiel dcontainedhex 0806 (typeETHER_ARP) andthetotal
lengthwas64bytes.

TCP Packets

(N.B.:ThefollowingdescriptionassumesfamiliaritywiththeT CPprotocol describedin
RFC-793. If youarenot familiar withtheprotocol, neitherthisdescriptionnortcpdump
will beof muchusetoyou.)

Thegeneral format of atcp protocol lineis:

src > dst: flags data-seqno ack w ndow urgent options
Srcanddst arethesourceand destination | Paddressesand ports. Flagsaresome
combinationof S(SYN), F(FIN), P(PUSH) or R(RST) orasingle’.' (noflags). Data:
segnodescribestheportionof sequencespacecovered by thedatainthispacket (see
examplebel ow). Ackissequencenumber of thenext dataexpectedtheother direction
onthisconnection. Window i sthenumber of bytesof receivebuffer spaceavail ablethe
other directiononthisconnection. Urgindicatesthereis urgent' datainthepacket.
Optionsaretcpoptionsenclosedinanglebrackets(e.g., <mss  1024>).

Src, dstandflagsarealwayspresent. Theother fiel dsdepend onthecontentsof the
packet'stcpprotocol headerandareoutputonlyif appropriate.

Hereistheopeningportionof anrloginfromhost rtsgtohost csam.

rtsg.1023 > csamlogin: S 768512:768512(0) win 4096 <mss 1024>
csamlogin > rtsg.1023: S 947648:947648(0) ack 768513 win 4096 <nss
1024>

rtsg.1023 > csamlogin: . ack 1 win 4096
rtsg.1023 > csamlogin: P 1:2(1) ack 1 win 4096
csamlogin > rtsg.1023: . ack 2 wn 4096

rtsg. 1023 > csamlogin: P 2:21(19) ack 1 win 4096

csamlogin > rtsg.1023: P 1:2(1) ack 21 win 4077

csamlogin > rtsg.1023: P 2:3(1) ack 21 win 4077 urg 1

csamlogin > rtsg.1023: P 3:4(1) ack 21 win 4077 urg 1
Thefirstlinesaysthat tcp port 1023 onrtsg sent apacket to port loginoncsam. TheS
indicatesthat the SY N flagwasset. The packet sequencenumber was 768512 andit
containednodata. (Thenotationis first:last(nbytes)'whichmeans’ sequencenumbers
firstuptobut notincludinglast whichisnbytesbytesof user data'.) Therewasno
piggy-backed ack, theavailabl ereceive window was 4096 bytesand therewasamax
segment- sizeoptionrequestinganmssof 1024 bytes.

Csamreplieswithasimilar packet exceptitincludesapiggy -backed ack for rtsg'sSYN.
Rtsgthenackscsam'sSY N. The.' meansnoflagswereset. The packet contained no
datasothereisno datasequence number. Notethat theack sequencenumberisasmall
integer (1). Thefirsttimetcpdump seesatcp “conversation', it printsthe sequence
numberfromthepacket. Onsubsequentpacketsof theconversation, thedifference



betweenthecurrent packet'ssequencenumber andthisinitial sequencenumberis
printed. Thismeansthat sequencenumbersafter thefirst canbeinterpretedasrelative
bytepositionsintheconversation'sdatastream(withthefirstdatabyteeachdirection
being"1"). "-S will overridethisfeature, causing theoriginal sequencenumberstobe
output.

Onthe6thline, rtsg sendscsam 19 bytesof data(bytes2through20inthertsg ->csam
sideof theconversation). ThePUSH flagissetinthepacket. Onthe7thline, csam says
it'sreceiveddatasent by rtsguptobut notincludingbyte21. Most of thisdatais
apparently sittinginthesocket buffer sincecsam'srecei vewindow hasgotten19bytes
smaller. Csamalso sendsonebyteof datatortsginthispacket. Onthe8thand Sthlines,
csamsendstwobytesof urgent, pushed datatortsg.

UDP Packets
UDPformatisillustratedby thisrwhopacket:

actinide.who > broadcast.who: udp 84
Thissaysthat portwhoonhost actini desent audpdatagramtoport whoonhost
broadcast, thel nternetbroadcast address. Thepacket contained84bytesof user data.

SomeUDPservicesarerecognized (fromthesourceor destinationportnumber) andthe
higherlevel protocol informationprinted. Inparticular, DomainNameservi ceregquests
(RFC-1034/1035) and Sun RPC cal|s(RFC-1050) toNFS.

UDP Name Server Requests

(N.B.:Thefollowingdescriptionassumesfamiliarity withtheDomain Serviceprotocol
describedinRFC-1035. If youarenot familiar withtheprotocol , thefollowing
descriptionwill appeartobewritteningreek.)

Nameserver requestsareformatted as

src > dst: id op? flags qtype qclass nanme (len)

h2opol 0. 1538 > helios.domain: 3+ A? ucbvax. berkel ey.edu. (37)
Hosth2opol oaskedthedomainserveronheliosforanaddressrecord(qtype=A)
associatedwiththenameuch-vax.berkeley.edu. Thequeryidwas'3'. The +'indicates
therecursiondesired flagwasset. Thequery lengthwas37 bytes, notincludingthe
UDPandI Pprotocol headers. Thequery operationwasthenormal one, Query, sothe
opfieldwasomitted. If theop had been anything el se, it woul d havebeen printed
betweenthe*3'andthe™+'. Similarly, theqclasswasthenormal one, C_IN, and
omitted. Any other qclasswoul dhavebeenprintedimmediately afterthe’A'.

Afewanomaliesarecheckedandmay resultinextrafiel dsenclosedinsquarebrackets:
If aquery containsananswer, nameserver or authority section,ancount,nscount,or
arcountareprintedas’[na]’, "[nn]' or “[nau]' wherenistheappropriatecount. If any of
theresponsebitsareset (AA, RA or rcode) or any of the must bezero' bitsaresetin
bytestwoandthree, [b2& 3=x]'isprinted, wherex isthe hex value of header bytestwo
andthree.

UDP Name Server Responses

Nameserverresponsesareformattedas

src > dst: id op rcode flags a/n/au type class data (len)
hel i os.domain > h2opolo.1538: 3 3/3/7 A 128.32.137.3 (273)
hel i os. domain > h2opol 0. 1537: 2 NXDonmmin* 0/1/0 (97)

Inthefirstexample, heliosrespondstoqueryid3fromh2opolowith3answer records,
3nameserver recordsand 7 authority records. Thefirst answer recordistypeA
(address) anditsdataisinternet address128.32.137.3. Thetotal sizeof theresponse
was273bytes, excluding UDPand| Pheaders. Theop (Query) andresponsecode
(NoError) wereomitted, aswastheclass(C_IN) of theA record.

Inthesecondexampl e, heliosrespondstoquery 2witharesponse code of non-existent
domain(NXDomain)withnoanswers, onenameserver andnoauthority records. The
“*'indicatesthat theauthoritativeanswer bitwasset. Sincetherewerenoanswers, no
type, classordatawereprinted.

Otherflagcharactersthat mightappearare” -' (recursionavailable, RA, not set)and |
(truncatedmessage, TC, set). | fthe” question'sectiondoesn'tcontai nexactly oneentry,
“[nq]'isprinted.

Notethat nameserver requestsandresponsestendtobel argeand thedefaul t snapl enof
96bytesmay not captureenoughof thepackettoprint. Usethe -sflagtoincreasethe
snaplenif youneedtoseriously investigatenameserver traffic. * -s128'hasworkedwell
forme.

NFS Requests and Replies

SunNFS(Network FileSystem) requestsandrepliesareprintedas:

src.xid > dst.nfs: len op args
src.nfs > dst.xid: reply stat len op results

sushi.6709 > wrl.nfs: 112 readlink fh 21,24/10.73165
wrl.nfs > sushi.6709: reply ok 40 readlink "../var"
sushi.201b > wl.nfs:

144 | ookup fh 9,74/4096.6878 "xcolors"
wl.nfs > sushi.201b:

reply ok 128 |ookup fh 9,74/4134.3150

Inthefirstline, host sushi sendsatransactionwithid 6709towrl (notethat thenumber
followingthesrchostisatransactionid, notthesourceport). Therequestwas112
bytes, excludingtheUDPand | Pheaders. Theoperationwasareadlink (read symbolic
link) onfilehandle(fh) 21,24/10.731657119. (If oneislucky, asinthiscase, thefile
handlecanbeinterpreted asamajor,minor devicenumber pair, followed by theinode
number and generationnumber.) Wrl replies” ok withthecontentsof thelink.

Inthethirdline, sushi askswrl tolookupthename “xcolors indirectory file
9,74/4096.6878.Notethatthedataprinteddependsont heoperationtype. Theformatis
intendedtobeself explanatory if readinconjunctionwithanNFSprotocol spec.

Ifthe- v (verbose) flagisgiven, additional informationisprinted. For example:

sushi.1372a > wl.nfs:
148 read fh 21,11/12.195 8192 bytes @ 24576



wl.nfs > sushi.1372a:
reply ok 1472 read REG 100664 ids 417/0 sz 29388

(-valsoprintsthelPheader TTL, I D, and fragmentationfiel ds, whichhavebeen
omittedfromthisexample.) Inthefirstline, sushi askswrl toread 8192 bytesfromfile
21,11/12.195, atbyteoffset 24576. Wrl replies™ok'; thepacket shownonthesecond
lineisthefirst fragment of thereply, and henceisonly 1472 byteslong (theother bytes
willfollowinsubsequentfragments, butthesefragmentsd o not have NFSor even UDP
headersand somight not beprinted, dependingonthefilter expressionused). Because
the-v flagisgiven, someof thefileattributes(whicharereturnedinadditiontothefile
data) areprinted: thefiletype (""REG", for regular file), thefilemode (in octal), theuid
and gid, andthefilesize.

Ifthe- vflagisgivenmorethan once, even moredetailsareprinted.

Notethat NFSrequestsarevery largeand much of thedetail won't beprinted unless
snaplenisincreased. Tryusing™ -s192'towatch NFStraffic.

NFSreplypacketsdonotexplicitlyidentifytheRPCoperation. | nstead, tcpdumpkeeps
track of “recent" requests, and matchesthemtotherepliesusingthetransactionID.Ifa
reply doesnotcloselyfollowthe correspondingrequest,itmightnotbeparsebl e.

KIP Appletalk (DDP in UDP)

AppletalkDDPpacketsencapsul atedinUDPdatagramsarede- encapsul atedand
dumped asDDP packets(i.e., al theUDPheader informationisdiscarded). Thefile
/etc/atalk.namesis usedtotranslateappletal k net and nodenumberstonames. Linesin
thisfilehavetheform

nunber nanme
1.254 et her
16.1 i csd- net

1.254.110 ace
Thefirsttwolinesgivethenamesof appletalk networks. Thethirdlinegivesthename
of aparticular host (ahost isdistinguished fromanet by the 3rd octetinthenumber - a
net number must havetwo octetsand ahost number must havethreeoctets.) The
number and nameshoul dbeseparated by whitespace(blanksor tabs). The
[etc/atdk .namesfilemay containblank linesor commentlines(linesstartingwitha#').

Appletalk addressesareprintedintheform

net . host . port

144.1.209.2 > icsd-net.112.220

office.2 > icsd-net.112.220

j ssmag. 149.235 > jcsd-net.2
(If the/etc/atalk.namesdoesn'texi stordoesn'tcontai nanentryforsomeappl etalk
host/net number, addressesareprintedinnumericform.) Inthefirstexample, NBP
(DDPport2) onnet 144.1 node209issendingtowhatever i slistening on port 220 of
neticsdnode112. The second lineisthe sameexcept thefull name of the sourcenode
isknown (office). Thethird lineisasend from port 235 on net jssmag node 149to
broadcast ontheicsd-net NBPport (notethat thebroadcast address(255) i sindicatedn

by anet namewithno host number - for thisreasonit'sagood ideato keep node names
andnetnamesdi stinctin/etc/atalk.names).

NBP(namebindingprotocol)andAT P(A ppl etal ktransactionprotocol ) packetshave
theircontentsinterpreted. Other protocol sjustdump the protocol name (or number if no
nameisregisteredfor theprotocol) and packet size.

NBPpacketsareformattedlikethefollowingexamples:

i csd-net.112.220 > jssmug.2: nbp-lkup 190: "=:LaserWiter@"

jssmag. 209.2 > icsd-net.112.220: nbp-reply 190:
"RML140: LaserWiter@" 250

techpit.2 > icsd-net.112.220: nbp-reply 190:
"techpit:LaserWiter@" 186
Thefirstlineisanamelookuprequest for laserwriterssent by neticsdhost 112 and
broadcast onnet jssmag. Thenbpidfor thelookupis190. The second lineshowsa
reply for thisrequest (notethat it hasthesameid) fromhost jssmag.209 sayingthat it
hasalaserwriter resourcenamed"RM 1140" registered on port 250. Thethirdlineis
another reply tothesamerequest sayinghosttechpit haslaserwriter"techpit”registered
onport186.

AT Ppacketformattingi sdemonstratedbythefol lowingexample:

jssmag. 209. 165 > helios.132: atp-req 12266<0-7> 0xae030001
helios.132 > jssnmg.209.165: atp-resp 12266: (512) 0xae040000

0
helios. 132 > jssmag.209.165: atp-resp 12266:1 (512) 0xae040000
helios.132 > jssmmg.209.165: atp-resp 12266:2 (512) 0xae040000
helios.132 > jssnmg.209.165: atp-resp 12266:3 (512) 0xae040000
helios.132 > jssmag.209.165: atp-resp 12266:4 (512) 0xae040000
helios.132 > jssnmng.209.165: atp-resp 12266:5 (512) 0xae040000
helios.132 > jssmag.209.165: atp-resp 12266:6 (512) 0xae040000
>

hel i os. 132 j ssmag. 209. 165: atp-resp*12266:7 (512) 0xae040000

j ssmag. 209. 165 > helios.132: atp-req 12266<3, 5> 0xae030001

helios.132 > jssnmg.209.165: atp-resp 12266:3 (512) 0xae040000

helios.132 > jssnmg.209.165: atp-resp 12266:5 (512) 0xae040000

j ssmag. 209. 165 > helios.132: atp-rel 12266<0- 7> 0xae030001

jssmag. 209. 133 > helios.132: atp-req* 12267<0-7> 0xae030002
Jssmag.209initiatestransactionid12266withhost heliosby requestingupto8packets
(the’<0-7>"). Thehex number at theend of thelineisthevalue of the "userdata fieldin

therequest.

Heliosrespondswith8512-bytepackets. The :digit'followingthetransactionidgives
thepacket sequencenumber inthetransactionandthenumber inparensistheamount
of datainthepacket, excludingtheatp header. The *' on packet 7 indicatesthat the
EOM bitwasset.

Jssmag.209thenrequeststhatpackets3& 5Sberetransmitted. Heliosresendsthemthen
jssmag.209rel easesthetransaction. Finally,jssmag.209initiatesthenextrequest. The
“*'ontherequestindicatesthat X O (" exactly once’) wasnot set.

IPFragmentation

FragmentedInternet datagrams areprintedas



(frag id:size@ffset+)

(frag id:size@ffset)
(Thefirstformindicatestherearemorefragments. Thesecondindicatesthisisthelast
fragment.)

Idisthefragmentid. Sizeisthefragment size (inbytes) excludingthel Pheader. O ffset
isthisfragment'soffset (inbytes) intheoriginal datagram.

Thefragmentinformationisoutputforeachfragment. Thefirstfragmentcontainsthe
higherlevel protocol header andthefraginfoisprintedafter theprotocol info.
Fragmentsaftert hefirst contain no higher level protocol header andthefraginfois
printedafterthesourceanddestinationaddresses. For exampl e, hereispartof anftp
fromarizona.edutolbl-rtsg.arpaoveraCSNET connectionthat doesn't appeartohandle
576bytedatagrams:

arizona.ftp-data > rtsg.1170:

1024:1332(308) ack 1 win 4096 (frag 595a:328@+)
arizona > rtsg: (frag 595a:204@28)
rtsg. 1170 > arizona.ftp-data: . ack 1536 win 2560

Thereareacoupleof thingsto notehere: First, addressesi nthe2ndlinedon'tinclude
port numbers. Thisisbecausethe TCPprotocol informationisall inthefirst fragment
andwehavenoideawhat theport or sequencenumbersarewhenweprint thelater
fragments. Second, thetcp sequenceinformationinthefirst lineisprinted asif there
were 308 bytesof user datawhen, infact, thereare 512 bytes(308inthefirst frag and
204inthesecond). If youarelookingfor holesinthesequencespaceor tryingtomatch
upackswithpackets, thiscanfool you.

A packetwiththel Pdon't fragment flagismarked withatrailing (DF).
Timestamps

Bydefault, all outputlinesareprecededby atimestamp. Thetimestampi sthecurrent
clocktimeintheform

hh: mm ss. frac
andisasaccurateasthekernel'sclock (e.g, +- 10mson aSun-3). Thetimestamp
reflectsthetimethekernel first saw thepacket. No attemptismadeto account for the
timelag betweenwhentheethernetinterfaceremovedthepacket fromthewireand
whenthekernel servicedthe new packet'interr upt (of course, withSun'slousy clock
resolutionthistimelagisnegligible.)
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BUGS

Theclock resol utiononmost Sunsispathetic(20ms). If youwanttousethetimestamp
togeneratesomeofthei mportantperformancedistributions(likepacketinterarrival
time)it'sbesttowatchsomethingthat generatespacketsslowly (likeanArpanet
gateway oraMicroVax runningVMS).

NIT doesn'tletyouwatchyour ownoutboundtraffic, BPFwill. Werecommendthat
youusethel atter.

tcpdumpforUltrixrequiresUltri x version 4.0 or later; thekernel hasto havebeenbuilt
withthepacketfilterpseudo-devicedriver (seepacketfilter(4)). Inordertowatcheither
your ownoutboundorinboundtraffic, youwill needtouseUltrix version4.2 or | ater,
andyouwill havet ohaveusedthepfconfig(8) commandtoenable™ copyall" mode.

Under SunOS4.1, thepacket capturecode(or StreamsNI T) isnot what you'd call
efficient. Don't planondoingmuchwithyour Sunwhileyou'remonitoringabusy
network.

OnSunsystemspriortorelease3.2, NI T isvery buggy. If runonanold system,
tcpdumpmay crashthemachine.

Someattempt shouldbemadetoreassembl el Pfragmentsor, atleasttocomputethe
rightlengthfor thehigherlevel protocol.

Name server inversequeriesare notdumpedcorrectly: The(empty) questionsectionis
printedratherthanreal queryintheanswer section. Somebelievethatinversequeries
arethemselvesabug andprefer tofix theprogramgeneratingthemrather than
tcpdump.

AppleEthertalk DDPpackets could bedumpedaseasily asK IPDDPpacketsbut aren't.
Evenif wewereinclinedtodoanythingto promotetheuseof Ethertalk (wearen't),
LBL doesn'tallow Ethertalk onany of itsnetworkssowe'dwould havenoway of
testingthiscode.

A packettracethat crossesadaylight savingstimechangewill giveskewedtimestamps
(thetimechangeisignored).

Filtersexpressionsthat manipul ateFDDI headersassumethatal| FDDI packetsare
encapsul ated Ethernet packets. Thisistruefor | P, ARP,andDECNET PhaselV, butis
nottruefor protocol ssuchas| SO CLNS. Therefore, thefilter may inadvertently accept
certainpacketsthatdonotproperly matchthefilterexpression.



